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1  Key Concepts

Comment. All capitalized terms in what follows are terms I expect you to understand for the final exam.

Page Table. A table, somewhere in virtual memory, that is, it may be swapped to disk, containing, for every
virtual page

• a Valid bit, indicating whether the page is in memory or not,
• a Dirty bit, indicating whether or not the page has been changed by a write,
• a Reference Count, indicating how many times the page has been accessed,
• several Protection bits, indicating which processes are allowed to read or write the page, and
• the Physical Page Number.

The protection bits of the page in which the Page Table resides allow only the operating system to read or
write it.

Page Table Register. A hardware register holding the start of the page table, set by the operating system.

Address Translation. The Virtual Address has two parts,
• the Page Offset, which indicates where in the page the data is, and
• the Virtual Page Number, which indicates in which virtual page the data is.

The Physical Address has two parts,
• the Page Offset, and
• the Physical Page Number, which indicates in which physical page the data is.

Address translation consists of the following.
1. Access the Page Table to find the Physical Page Number corresponding to the Virtual Page Number.
2. If the page is not in memory trap to the operating system to get it into memory.
3. Put the Physical Page Number in place of the Virtual Page number in the address, retaining the Page

Offset.
After address translation is complete memory access begins, with the address being sent to the cache.

Page Replacement. Operating systems normally have complex algorithms to determine which page should be
swapped to disk when a page on disk is read into memory.

• The reference count usually plays an important part in the algorithm.
• The Dirty bit is used to determine whether or not the page being swapped out needs to be written to

disk or not.

Write-back. Writes to main memory always use a write-back strategy, which means that the data is only
written to disk when the page is swapped out. This causes problems when a system crashes unexpectedly.

Memory Management Unit. The managing of paging and protection is normally done by a unit called the
Memory Management Unit (MMU), which is normally on the same chip as the processor. Many people
call the MMU by the name Memory Controller. This is confusing because there is normally another
component called the memory controller which is part of the memory chip and handles refresh and
addressing of the individual memory cells.

Translation-lookaside Buffer. The MMU cannot afford to do a memory access for every memory reference, so
it maintains an internal cache of the page table, called the Translation-lookaside Buffer (TLB). The TLB
contains, in addition to the columns of the Page Table a column that includes the Virtual Page Number of
each entry, the Tag mentioned in our discussion of caches. TLBs are normally fully associative so the Virtual
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Page Number of an address is compared in parallel to all the pages in the TLB. If the page is found Address
Translation is performed and the memory access proceeds to the cache. Otherwise there is a miss.

TLB Misses. ((Note that there is a contradiction on page 531.) TLB missese are sometimes handled in
hardware, more often in software. The essence of what is done is the same so I  describe the software
method.

1. A TLB fault interrupt is raised, which must reach the processor before it begins to fetch the next
instruction.

2. The processor accesses the Page Table and copies the relevant entry into the TLB, ejecting an entry
using one or another algorithm.

3. The Interrupt Service Routine exits and the instruction is rerun.

2  Summary

Figure 7.25 in the text is a good illustration of memory access, but in my opinion needs a little
augmentation. Here is my summary of what the hardware does.

1. Virtual Address arrives at MMU.
2. Virtual Page Number looked up in TLB.
3. If there is a Hit

i. If the access is a read
a. Test whether read is allowed
b. If allowed increase the Reference Count, do address translation and read the data.
c. Otherwise raise a Protection Fault interrupt.
d. Re-run the instruction.

ii. If the access is a write
a. Test whether write is allowed
b. If allowed increase the Reference Count, set the Dirty bit, do address translation and write the

data.
c. Otherwise raise a Protection Fault interrupt
d. Re-run the instruction.

4. Otherwise raise a TLB Fault interrupt.
5. Re-run the instruction.

Reading and writing follow the same sequence of events.
1. Send the address to the cache.
2. If there is a cache hit, read or write the cache.
3. Otherwise,

i. Stall the processor.
ii. Read or write the main memory to get the line into cache. (Cache lines are aligned with pages so

that the entire line is guaranteed to be in memory.)
iii. Re-run the instruction.
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