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i. Administrativia

Due date and time. During the first five minutes of class: 13.30,
12 February, 2010. Late assignments must be handed in to the TA, in
person.

Hand in. The answers should be prepared using a word processing
program, preferably LaTeX, with a neatly printed copy handed in.*

ANOVA tables can be done using a spreadsheet. Screen capture is a good
way to get the commands used in each part.

Files. The log files you need for this assignment are in the directory
/u/cs457/w10/a2 on student.cs. They can also be downloaded from
the web at

• www.cgl.uwaterloo.ca/~wmcowan/teaching/cs457/w10/

assignments/sel7, and
• www.cgl.uwaterloo.ca/~wmcowan/teaching/cs457/w10/

assignments/asp-long.

Questions and Clarifications. Please address questions and requests for
clarification to the newsgroup, uw.cs.cs457, or to the TA at
cs457@cgl.uwaterloo.ca.

ii. Introduction
When you send or receive e-mail you use a program called a mail user
agent (MUA). The MUA sends the mail by transferring it to another
program, the mail transfer agent (MTA). The MTA then initiates passing
the message to its recipient. Receive mail is acquired by the MTA and put
into a file that is read by the MUA when you next choose to read your e-

* Presentation and ease of reading/understanding have an unquantifiable, but
unquestionably large, influence in marks awarded.
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mail. In this assignment we are going to look at logs generated by the
MTA as it receives external messages.

The system we are going to examine is the one we use on the CGL mail
server. Its MTA consists of two parts: the qmail MTA and the ASSP filter.
External e-mail originates as HELO packet arriving on port 25, the
standard port for e-mail. ASSP listens on port 25 and responds asking for
the recipient. When a packet arrives containing the intended recipient
ASSP checks it against the list of allowed e-mail recipients on CGL. If the
intended recipient is not on the list ASSP replies that it will not accept the
mail. Otherwise, it accepts the message, and initiates an e-mail transfer to
port XX*.

A component of the qmail MTA, qmail-smtp, listens on port XX and
accepts the message from ASSP. Qmail-smtp then passes the message to
another component of the MTA, qmail-send. Qmail-send then checks to
see if the recipient of the message is local or remote and, discovering that
the recipient is local spawns a qmail-local process that puts the message in
the right file for the MUA to find it.†

ASSP performs a few other useful functions associated with protecting
itself from spam.

1. It logs IPs from which excessive bad e-mail is arriving. [PBExtreme]
2. It identifies and rejects forged HELO packets.
3. It limits the connection frequency of IPs that are sending too much

invalid e-mail.
4. It drops the connection from IPs that are sending too many bad e-

mails. [MaxErrors]

iii. Data to Extract
You are given two small log files, one from ASSP (asp-long, 13 Mbytes)
and one from qmail-send (sel7, 1 Mbyte).‡ Manipulate them, using the
methods described in class, to extract the data requested.

For every extraction give the sequence of commands, exactly as
executed, you used to obtain your answer.

iii.a. ASSP: Mail Forwarding
ASSP processed about 100,000 e-mails during the twenty-four period
covered by the log. How many were accepted? How many were rejected?

iii.b. ASSP: Connection Dropping
(Please see §v, 3.) From time-to-time ASSP produces a [MaxErrors] event
and drops the connection from an IP number. This event is preceded by a
burst of rejected messages from the same IP number lasting up to a
minute. You will notice that [MaxErrors] events for a given IP number

* Anonymized to protect the innocent.
† The description given here is simplified, but contains all the details needed to

understand the logs generated by ASSP, qmail-smtp, and qmail-remote.
‡ The temporal resolution of the qmail-send time stamp is much more precise

(nanoseconds) that the ASSP time stamp (seconds).
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sometimes appear several times among a large burst of errors. For the first
[MaxErrors] event in each burst calculate the number of errors preceding
the event and the time from the first rejected message of the burst to the
first [MaxErrors] event.

iii.c. ASSP: Cleaning
Periodically ASSP cleans its databases. Ignoring the cache, which we saw
to be uninteresting in class, there are two delaying databases, triplets and
whitelisted, and two PenaltyBox databases, BlackBox and WhiteBox. For
each time that cleaning occurs for these four databases calculate the time
from when cleaning begins to when cleaning ends.

iii.d. qmail-send: Mail delivery
(Please see §v, 5.)

1. How many delivery attempts result in each of the three possible
outcomes?

2. Assuming that there are zero delivery attempts in progress at the
beginning of the time period calculate the number of delivery
attempts in progress when each delivery attempt finishes.

3. There is an unknown number of deferred messages at the beginning
of the period. For each delivery attempt, calculate the number of
messages added to the system at the point when each delivery
attempt finishes. What is the minimum number of messages in the
system at the beginning of the log?

4. Build a database with one record per delivery attempt, including the
delivery number, the message number, the number of delivery
attempts in progress, the number of messages in the system, and the
time taken for the delivery attempt.

Hand in the commands and results of 1, the commands used for 2, 3 & 4

and the results of 4.

iii.e. ASSP to qmail-send: Tracing
The two databases overlap in time. Within the overlap time, find an
accepted message in the ASSP log, and locate it in the qmail-send log.
Provide all the records relevant to its delivery. How long did the delivery
take.

iv. Analyses to Do
iv.a. ASSP: MaxErrors
Using the data obtained in §iii.b, plot a histogram of the number of invalid
e-mail attempts before [MaxErrors] occurs for the first time. Interpret
the histogram.

iv.b. ASSP: Cleaning
The cleaning data (§iii.c) falls naturally into four groups. Do a one-factor
analysis of variance for the delaying group; do a one-factor analysis of
variance for the penalty group. Comment on aspects of the data that
create differences between the two analyses.
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iv.c. qmail-send: Delivery
The database you created in §iii.d has about 2500 records covering three
delivery results: success, failure and deferral. Select, at random and with
replacement, 200 records of each result. Plot a histogram of the delivery
times. Describe the histogram.

Divide the delivery load into two categories: light (0 or 1) and heavy (2
and above). Do a two-factor analysis of variance of delivery time with
respect to delivery result (three levels) and delivery load (two levels). What
are you able to conclude from the analysis?

iv.d. qmail-send: Free form
I expect that you noticed anomalous delivery times when you inspected
the histogram, and you probably found that the analysis I asked you to do
did not adequately explain them. Look back into the logs and see if you
can discover commonalities that might explain them. (Remember that the
computer on which the MTA is run performs other activities.)

v. Hints
1. You can capture the screen of your computer and paste it directly into

your answer.
2. Sometimes you will get files that are small enough that you can

format them by hand. In such a case you should give the editor you
used, and describe the steps you performed in the editor.

3. In §iii.b make yourself a list of relevant IPs and process it to remove
duplications.

4. To group together the records associated with a particular action you
can sort the file on any field that uniquely identifies each action.

5. The qmail-send database has a structure you may find a little
complicated.
a. When qmail cannot deliver a message it considers to be

legitimate it defers delivery, planning to try again in the future.
Thus, there are three possible outcomes of an attempted
delivery: success, failure and deferred.

b. After several attempts to re-deliver a deferred message qmail
gives up and the final delivery attempt is a failure.

c. E-mail delivery starts when a new message is created and
initialized with recipient, content, and so on. Every active
message has a unique message number, but message numbers
are re-used when success or failure occurs.

d. Each delivery attempt has a unique number, which is identified
with the number of the message being delivered in its first
record.

6. In my solution I used only the following Unix tools.
a. grep: searches for regular expressions in its input.
b. wc: counts lines, words and characters in its input.
c. sed: performs editing commands on lines of its input.
d. sort: sorts lines of its input.



cs457: w10 – Assignment 2

February 5, 2010 5:45 pm 5 / 5

e. uniq: removes duplicated lines from its input.
f. cat: sends the contents of a file to its output.
g. echo: sends its arguments to its output.
h. awk: processes, including string manipulation and basic

arithmetic, its input line by line for making tables and for
calculating histograms. I found the split function of awk useful
for creating expressions that manipulate time.

i. cut: selects fields from lines of its input.
These commands are manipulated with the sh shell, using pipes and
output redirection.

7. I did the ANOVAs using the OpenOffice spreadsheet application.

vi. Mark Allocation

Question
Marks

assigned

iii.a 3

iii.b 10

iii.c 7

iii.d 25

iii.e 5

iv.a 5

iv.b 10

iv.c 25

iv.d 10


